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ABSTRACT 

The Departmept of Energy ( D O E )  Center f o r  Computer 
Secur i ty  (CCS) at: Los Alamos National Laboratory i s  
responsible  f o r  dqveloping, c o l l e c t i n g ,  organizing, and 
disseminating comquter s e c u r i t y  information t o  t h e  DOE 
and DOE contractor$.  This r e s p o n s i b i l i t y  involves oper- 
a t i o n s  and f i e l d  Isupport, computer s ecu r i ty  education 
and awareness, anld research  and development. During 
t h e  cu r ren t  f iscal j  year ,  t h e  Center completed t h e  Link 
ACE 11, the  DOE/CCS computer labora tory  and Wide-Band 
Secur i ty  Test B e d )  and t h e  computer s e c u r i t y  products 
database and i t s  merger with t h e  National Bureau of 
Standard 's  database.  Also completed w a s  t h e  implemen- 
t a t i o n  of t h e  Data Encryption Standard on t h e  Wide-Band 
Communications Netyork. 

I INTRODUCTION 

The Department of Energy Center f o r  Computer Securi ty  (DOE/CCS) a t  

Los Alamos National Laboraqory i s  responsible  f o r  developing, c o l l e c t i n g ,  

organizing,  and disseminatipg computer s e c u r i t y  information t o  t h e  DOE and 

DOE cont rac tors .  Fu l f i l l i l l y  t h i s  r e s p o n s i b i l i t y  involves  operat ions and 

f i e l d  support ,  computer sec'urity education and awareness, and research and 

development. P a r t i c u l a r  a compl i shen t s  of t h e  Center f o r  t h e  cu r ren t  

f i s c a l  year included t h e  cohplet ion of t h e  computer s e c u r i t y  products data-  

base and i t s  merger with t h e National Bureau of Standards (NBS) database,  

completion of t h e  Link Acce,ss Control and Encryption (ACE) 11, implementa- 

t i o n  of t h e  Data Encryptiofi Standard on t h e  Wide-Band Communications N e t -  

work (WBCN), and completior? of t h e  DOE/CCS computer labora tory  and Wide- 

Band Securi ty  T e s t  Bed (WBdTB). I n  add i t ion ,  t h e  Center has continued t o  

I 
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provide t o  DOE/OSS Headquarters computer s e c u r i t y  expe r t i s e  f o r  t h e  Inspec- 

t i o n  and Evaluation ( I & E )  Standards and C r i t e r i a  C o m m i t t e e .  

Technical cont r ibu tors  d i r e c t l y  assoc ia ted  wi th  t h e  Center f o r  Compu- 

t e r  Secur i ty  include A. L. Baker, Le H. Baker, S. Bogenholm, B. W. Burnham, 

W. Ford, J. F. Hafer, D. G e  Harder, W. J. Hunteman, R. E. L e w i s ,  T. G. 

Marr, Do Pa Martinez, L. Massagli, C. J. McHale, J. R. P h i l l i p s ,  S .  T. 

Smith, R. M. Tisinger ,  a l l  of group 4-4; and T. M. Boonnan and W. M. 

Robson, of group E-8. 

The following indiv idua ls  w e r e  no t  assoc ia ted  with t h e  Center but con- 

t r i b u t e d  t o  a c t i v i t i e s  described i n  t h i s  repor t :  D. L. M. I r i o n ,  J. E. 

Coleman, W e  T. Work, and K. E. Schommer, group OS-4; F. C. Jahoda and P. R. 

Foreman, group CTR-8; G. I. Chandler, group J-8; and J. J. Childers  and 

3.  P. Manning of t h e  EG&G Los Alamos o f f i c e .  

Center accomplishments for  t h i s  f i s c a l  year  a r e  summarized below i n  

t h e  format of t h e  Center ' s  Tasking Statement. 

11. OPERATIONS AND FIELD SUPPORT 

A. Phvsical  Center 

Center personnel were moved t o  a c e n t r a l  l oca t ion  where many of t h e  

CCS resources  w i l l  a l s o  be concentrated.  This move i n t o  two adjacent  

t r anspor t ab le  bui ldings has provided secure space €or the Center ' s  VAX/750 

secure computing system and off ice  space f o r  a t  l e a s t  seven people. The 

r e loca t ion  not  only w i l l  improve t h e  e f f i c i ency  of t h e  o v e r a l l  program 

opera t ions  but  a l s o  w i l l  enhance t h e  image of t h e  CCS a s  a "center"  of 

e x p e r t i s e  i n  DOE computer s ecu r i ty .  The bui ldings are loca ted  within easy 

walking d is tance  of t h e  CCS laboratory bui lding,  which houses t h e  WBSTB. 

Engineering s t u d i e s  of phys ica l ,  environmental, and s e c u r i t y  require-  

ments of t h e  computer system t o  be housed a t  t h e  s i t e  were completed. 

The Laboratory Operational Securi ty  s t a f f  made prel iminary assessments of 

phys ica l  s e c u r i t y  and electrical emanations. Their  suggestions a r e  being 

addressed i n  a d r a f t  s e c u r i t y  plan f o r  t h e  system t h a t  has been s u h i t t e d  

t o  t h e  Laboratory Computer and Telecommunications Securi ty  group f o r  ap- 

proval  
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R .  Newsletter 

A qua r t e r ly  newslet te~r  , t h e  "Center f o r  Computer Securi ty  N e w s  , I' i s  

published by t h e  CCS t o  Grovide computer s e c u r i t y  education t o  computer 

systems s e c u r i t y  o f f i c e r s  '(CSSOs) and o t h e r s  i n t e r e s t e d  i n  computer secur- 

i t y .  Recent i s sues  reportled on changes i n  DOE computer s e c u r i t y  manage- 

ment, t h e  Ninth DOE Comput&r Securi ty  Group Conference, and issuance of DOE 

s e c u r i t y  guide l ines  and described computer s e c u r i t y  operat ions a t  var ious 

DOE sites. The newsle t te r  has a c i r c u l a t i o n  of about 8 0 0  readers  through- 

ou t  t h e  DOE complex. 

C. Pa r t i c ipa t ion  i n  t h e  QOE Computer Securi ty  Conference 

The Ninth DOE Computpr Securi ty  Group Conference was held May 6-9, 

1986, i n  Las Vegas, Nevada. This annual conference provides DOE and DOE 

con t r ac to r  personnel with cos t -e f fec t ive  forum f o r  exchanging information 

on computer s ecu r i ty .  The Center planned, coordinated, and scheduled 

speakers ; published and Bis t r ibu ted  t h e  preconference proceedings ; and 

managed r e g i s t r a t i o n .  Three Center members contr ibuted t echn ica l  papers 

or  presenta t ions .  

I 

D e  Interact ing/Consul t ing with DOE F a c i l i t i e s  

The CCS i s  cont inua i ly  i n t e r a c t i n g  with DOE cont rac tor  personnel 

regarding cu r ren t  and an t i c ipa t ed  s i t e - s p e c i f i c  i s sues  and needs. These 

i n t e r a c t i o n s  provide a bro(ad perspect ive on the cu r ren t  s t a t e  of computer 

s e c u r i t y  i n  t h e  DOE. This f i s c a l  year ,  t h e  CCS consulted with Sandia 

National Laborator ies ,  Albhquerque, on a CRAY-XMP/CTSS s e c u r i t y  t es t  and 

assessed computer security1 vu lne rab i l i t y  a t  Pantex. Both a c t i v i t i e s  were 

performed under separa te  cdn t r ac t  t o  t h e  Center. 

I 

I 

E. Headquarters Assistanqe 

Duane Harder was ass gned as t h e  Center l i a i s o n  t o  Washington from 

A l i k e  Baker succeeded h i m  for  one year  s t a r t i n g  i n  May 1985 t o  May 1986. 

June 1986. 

The C e n t e r  has contracted with BK Dynamics, Inc. ,  f o r  adminis t ra t ive ,  

t echn ica l ,  and programmatic support .  Although t h i s  support  i s  ava i l ab le  
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f o r  a l l  Center a c t i v i t i e s ,  it i s  p r i n c i p a l l y  f o r  support ing t h e  Center 

r ep resen ta t ive  a t  Headquarters, and assignments t o  BK Dynamics a r e  made by 

t h a t  person. 

F. Product Database 

The Center has compiled lists of computer s e c u r i t y  products and ven- 

dors  f o r  t h e  DOE computer s e c u r i t y  community. These lists cover a wide 

range of commercial products designed t o  enhance t h e  s e c u r i t y  of computer 

systems. Although t h e  products were se l ec t ed  pr imar i ly  f o r  use with small  
sys tems,  many can a l s o  be used with l a r g e r  systems.  

The Center obtained names of vendors from t r a d e  publ ica t ions ,  pub l i c ly  

a v a i l a b l e  databases ,  and advertisements i n  newspapers and magazines, as 

wel l  a s  from personal  contac t  with vendors. For every product l i s t e d ,  t h e  
vendor w a s  t h e  source of t he  data .  N o  at tempt was made t o  tes t  i t e m s  t o  

v e r i f y  performance, and t h e i r  inc lus ion  i n  t h i s  l i s t  does not  c o n s t i t u t e  

endorsement by t h e  DOE. Each product i s  l i s t e d  only once under a product 

type  t h a t  m o s t  accura te ly  represents  i t s  p r i n c i p a l  funct ion.  

The Center merged i ts  DOE/CCS database wi th  a s i m i l a r  product database 

developed by t h e  NBS. The merged database was de l ivered  t o  NBS where it 

w i l l  be maintained. A s  a r e s u l t  of t h i s  merger, vendors of 1 2 7  products 

not  contained i n  t h e  DOE database but l i s t e d  i n  t h e  NBS database were con- 

t ac t ed .  The DOE database contained 104  products no t  l i s t e d  i n  t h e  NBS 

database.  The merged database conta ins  approximately 400 products from 

about 250 vendors l i s t e d  under 4 2  product-type ca tegor ies .  

111. EDUCATION AND AWARENESS 

A. Education Planning and Development 

In  l i n e  with providing computer s ecu r i ty  education t o  t h e  DOE cornu- 

n i t y ,  t h e  CCS developed a plan f o r  a l i b r a r y  of modules covering a w i d e  

range of computer s e c u r i t y  top ic s .  W i t h  t h i s  l i b r a r y ,  educat ional  ac t iv -  

i t i e s  can be t a i l o r e d  t o  t h e  needs of the  ind iv idua l  DOE f a c i l i t y  o r  con- 

t r a c t o r ,  t hus  e l imina t ing  last-minute prepara t ion  of v i sua l  a i d s  and pres-  

en ta t ion  ou t l ines .  In  addi t ion ,  t h e  "top-down" design approach allows f o r  
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t h e  modularization of t h e  e f f o r t  and t h e  opt imizat ion of Center s t a f f  

members ' t i m e .  

We have contracted w 4 t h  BK Dynamics t o  develop a rev ised  CSSO c l a s s .  

Course development by BK Dynamics w i l l  ensure t imely a v a i l a b i l i t y  of educa- 
t i o n  f o r  t h e  DOE community while allowing optimum use of t h e  remaining 

Center resources.  

B Computer Securi ty  Enhancement Reviews 

Computer Securi ty  Enhancement Reviews (CSERS) are rou t ine ly  conducted. 

In  these  informal,  quick-clheck reviews, Center exper t s  eva lua te  a computer 
s e c u r i t y  program f o r  s i g q i f i c a n t  v u l n e r a b i l i t i e s  and q u a l i t y  of program 

implementation. The CSERS are conducted i n  a nonthreatening mode; t he  

r e s u l t s  of t he  CSER a r e  not  documented outs ide  the  f a c i l i t y ,  nor are o the r  

organiza t ions  o r  persons br ie fed  on t h e  r e s u l t s .  

This f i s c a l  year ,  CSEPs w e r e  conducted a t  

Knolls Atomic Powel: Laboratory, November 5-8, 1985; 

Pantex, December 16-20,  1985; and 

Idaho National Engineering Laboratory, Apri l  14-25, 1986 

C. Presenta t ions  

Another avenue of coqputer s e c u r i t y  education and awareness includes 

CCS presenta t ions .  Centelr s t a f f  made presenta t ions  t o  t h e  Los Alamos 

o f f i c e  of EGSIG and t h e  EG&@/Energy Measurements group a t  NTS. 

IV. RESEARCH AND DEVELOPMENT 

A. Clyde Audit Software bppra isa l  
I 

One of t h e  cur ren t  pnoblems i n  computer s e c u r i t y  within the  DOE com- 

munity i s  t o  develop a syqtem f o r  aud i t ing  computer system a c t i v i t y .  The 

Clyde Dig i t a l  Systems (CDS) Company o f f e r s  a product t h a t  performs an a u d i t  

func t ion  i n  t h e  VAX/VMS eqvironment. A number of f a c i l i t i e s  knew of t h i s  

product ,  and i ts  s u i t a b i l i $ y  needed t o  be determined. The Center i n i t i a t e d  

a performance appra i sa l  t o id i scove r  and document f o r  t h e  DOE t h e  ex ten t  of 

t h e  a u d i t  ava i l ab le  w i t h  +$his product,  i t s  robustness ,  and t h e  ease w i t h  
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which t h e  a u d i t  information can be managed. We negot ia ted wi th  .Lhe CDS 

company concerning t h e  appra i sa l  of t h e i r  software and d ra f t ed  a perform- 

ance appra i sa l  descr ip t ion  encompassing t e s t i n g  of t h e  a u d i t  product on 
t h e  recent ly  completed DOE/CCS WBSTB. This d r a f t  desc r ip t ion  w a s  circu- 

l a t e d  among t echn ica l  s t a f f  of t h e  Laboratory and t h e  vendor. T h i s  a c t i v -  
i t y  was terminated because of CCS resource l i m i t a t i o n s .  

B. Password Generator 
W e  developed a spec i f i ca t ion  f o r  a password generator  package. 

The s p e c i f i c a t i o n  incorporates  t h e  DOE requirements f o r  passwords and t h e  
guide l ines  i n  t h e  Department of Defense (DoD) Password Management Guideline 

i ssued  by t h e  National Computer Securi ty  Center (NCSC) (CSC-STD-002-85). 

C. LAVA DeveloDment 

W e  have been developing a methodology f o r  performing automated vul- 

n e r a b i l i t y  assessments on systems t h a t  are charac te r ized  by a set of s a fe -  

guards p ro tec t ing  a set of assets from a s e t  of t h r e a t s .  This methodology 

is c a l l e d  LAVA, an acronym f o r  Los Alamos Vulnerabi l i ty  Assessment. LAVA 

i s  a qualitative/quantitative methodology based upon c l a s s i c a l  p robab i l i t y  

theory,  dec is ion  theory,  event- t ree  methods, fuzzy-set  theory,  u t i l i t y  

theory,  and h i e ra rch ica l  mu l t i l eve l  system theory. 

The LAVA vu lne rab i l i t y  assessment i s  performed by a team of in-house 

personnel.  Median i n t e r a c t i v e  t i m e  required f o r  t h e  assessment i s  2 days. 

W e  know t h a t  a r i s k  ana lys i s  performed by some consul t ing  organiza t ions  

has taken from 3 t o  6 months and c o s t  about $250K. In  comparison wi th  

these  f i g u r e s ,  LAVA'S performance looks very good indeed; furthermore,  

LAVA can be reused f o r  a s  many analyses  as are required.  

Early i n  December 1985, 28 representa t ives  of var ious government 
agencies  a t tended a t  Los Alamos t h e  f i r s t  workshop and t r a i n i n g  c l a s s  i n  

LAVA. W e  used i n s i g h t s  gained from t h e  t r a i n i n g  workshop t o  r e s t r u c t u r e  

and reorganize the  LAVA quest ionnaire .  In  addi t ion ,  w e  reviewed t h e  ques- 

t i o n n a i r e  t o  ensure it addressed t h e  s a m e  i s sues  a s  are addressed by t h e  

CSERs and t h e  DOE Inspect ion and Evaluation reviews. A s  a r e s u l t ,  w e  added 

200 quest ions t o  t h e  event- t ree  branches. 
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W e  e s t ab l i shed  a LAVA development team t o  produce vers ion 1 .0  of LAVA 

f o r  use i n  the  f i e l d  without extensive t r a i n i n g  and o the r  support  a c t i v -  

i t i e s  t h a t  were required i n  e a r l i e r  versions.  The development team de- 

f ined  t h e  components f o r  vers ion 1 . 0 ,  e s t ab l i shed  t h e  minimum hardware and 
software configurat ion,  and prepared a p r o j e c t  plan.  According t o  the 

p lan ,  vers ion 1 . 0  w i l l  be de l ivered  t o  DOE/OSS f o r  review and comment by 
October 15, 1986, and d i s t r i b u t i o n  t o  t h e  f i e l d  w i l l  begin on November 12, 

1986 

D e  CSSO To01 K i t  

The CCS i s  researching t o o l s  f o r  improving t h e  computer s e c u r i t y  pro- 

gram a t  ind iv idua l  systems o r  f a c i l i t i e s .  The t o o l s  w i l l  help adminis ter  

computer s e c u r i t y  and s tandardize such areas a s  password generation and 

a u d i t - t r a i l  ana lys i s .  

Programming spec i f i ca t ions  f o r  a PC-based password generator  and a 

f i l e - i n t e g r i t y  au then t i ca to r  f o r  IBM PCs have a l s o  been developed. W e  

have in t eg ra t ed  t h e  inputs  received from s i x  opera t ions  o f f i c e s  and a r e  

developing a plan f o r  t h e  f i r s t  phase of t h e  CSSO t o o l  k i t .  Suggested 

i tems include software packages t o  help i n  implementing computer s e c u r i t y  

requirements, l i s t i n g s  of computer s ecu r i ty  publ ica t ions ,  l i s t i n g s  of solu-  

t i o n s  t o  generic  computer slecurity problems i n  DOE, and s e c u r i t y  t e s t i n g /  

c e r t i f i c a t i o n  guidel ines .  

E. Audit-Trail Analysis 

W e  have developed a prel iminary s e t  of spec i f i ca t ions  f o r  an auto- 

mated a u d i t - t r a i l  ana lys i s  lpackage t o  enable a CSSO t o  d e t e c t  abnormal 

log-in a c t i v i t y .  Ten ta t ive ,p l ans  a r e  t o  inves t iga t e  using an expert  system 

developed f o r  a safeguards1 appl ica t ion  tha t  i n t e r a c t s  with t h e  user  t o  

extend t h e  inference r u l e s  Ithereby improving t h e  d e f i n i t i o n  of acceptable  

a c t i v i t y .  

F. Secure Networks 

1. L I N K  ACE. The Link ACE I1 was designed and developed by Los 

Alamos through t h e  DOE/CCS. A pair  of encryption u n i t s  (one master, one 

remote) p r o t e c t s  t h e  t ransmission of unc la s s i f i ed  s e n s i t i v e  da ta  over da ta  
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l i n k s  between c e n t r a l  computers and remote terminals .  These l i n e s  can be 
e i t h e r  dial-up o r  d i r e c t  connections. They w i l l  a l s o  operate  i n  a l i n k  

where da ta  from seve ra l  t e rmina ls ,  PCs, or computers a r e  multiplexed onto 
a communications l i n e .  With t h i s  f l e x i b i l i t y ,  t h e  Link ACE I1 u n i t s  (Fig.  

1) e a s i l y  f i t  i n t o  e x i s t i n g  networks. The u n i t  c o n s i s t s  of a p r in t ed  c i r -  
c u i t  board containing encryption and communications log ic ,  power supply 

c i r c u i t r y ,  and tamper-detection c i r c u i t r y .  A secure lock box w i t h  pick- 
r e s i s t a n t  locks encloses  t h e  u n i t .  

The L i n k  ACE I1 u n i t s  were tested before shipment. A f i n a l  p r o j e c t  

r epor t  descr ibes  t h e  Link ACE I1 f e a t u r e s  and appl ica t ions .  F a c i l i t i e s  
and appl ica t ions  using the  Link ACE I1 include Los Alamos National Labora- 

t o r y ,  Nevada Badge System, Nuclear Regulatory Commission, Martin Mariet ta  

Energy Systems, Inc. ,  and EG&G Kennedy Space Center-NASA. The Link ACE I1 

technology has been t r a n s f e r r e d  t o  RESDEL Engineering Corporation i n  

Arcadia, Cal i forn ia .  RESDEL has a nonexclusive l i cense  from the  DOE t o  

manufacture and s e l l  t h e  Link ACE I1 encryption u n i t s .  

2 .  Ungermann-Bass Network Secur i ty  Analysis. The Ungermann-Bass 

Local Area Network (LAN)  i n s t a l l e d  a t  Los Alamos has been expanded wi th  

add i t iona l  p o r t s  t o  increase  t h e  usage of t h e  network t o  a i d  i n  t h e  evalu- 

a t i o n .  W e  exercised t h e  s e c u r i t y  f e a t u r e s  of t h e  t es t  system t o  determine 

t h e i r  c h a r a c t e r i s t i c s  and noted any anomalies f o r  f u r t h e r  inves t iga t ion .  

Using t h i s  information, w e  presented a paper a t  t h e  Ninth DOE Computer 

Securi ty  Conference. W e  a r e  continuing our e f f o r t s  t o  obta in  the source 

code f o r  t h e  network software.  

3 .  Measurement of Channel I s o l a t i o n  i n  a Broadband Local Area N e t -  

work. The Albuquerque Operations Off ice  of DOE (DOE-AL) is i n s t a l l i n g  a 
broadband l o c a l  a rea  network (LAN) T h i s  network w i l l  provide convenient 

access  t o  many of t h a t  o f f i c e ' s  computing resources.  To minimize t h e  c o s t  

of providing access  t o  both secure and nonsecure computers, it is proposed 

t h a t  frequency-division mult iplexing be used t o  provide mul t ip le  data-com- 

munications channels on t h e  LAN. A considerat ion i n  deciding whether 

access  t o  c l a s s i f i e d  information can be permit ted through t h i s  LAN i s  t h e  

degree of i s o l a t i o n  t h a t  e x i s t s  between the  channels ass igned t o  secure 

resources  and o the r  channels. 
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Fig. 1. The Link Access Control and Encryption (ACE) I1 provides 
p ro tec t ion  f o r  unc la s s i f i ed  s e n s i t i v e  da ta  t ransmission 
between c e n t r a l  computers and remote terminals .  

The CCS provided measurements of t h e  i s o l a t i o n  between channels on 

t h i s  LAN. W e  coordinated t h e  performance of t hese  measurements using a 

team of exper t s  from t h e  Elec t ronics ,  Operational Secur i ty ,  and Energy 

Divisions of t h e  Los  Alamos INational Laboratory. The t e s t i n g  considered 

rece iver  s e n s i t i v i t y  and bandyidth, LAN-signal opera t ing  l e v e l s ,  t h e  i n t e r -  

modulation d i s t o r t i o n  productis t h a t  appear a s  c r o s s t a l k  between channels,  

and t h e  e f f e c t  of abnormal operat ing condi t ions  on t h e  i s o l a t i o n  between 

channels. 
W e  expect t hese  measurex'nents t o  provide a sound t echn ica l  basis f o r  

eva lua t ing  t h e  p r a c t i c a l i t y  of providing da ta  communication se rv ices  f o r  

more than one l e v e l  of da ta  processing ( f o r  example, c l a s s i f i e d ,  p r iva t e ,  

admin i s t r a t ive )  on a s i n g l e  LAN while maintaining adequate s e c u r i t y  f o r  

t h e  s e n s i t i v e  data .  Several  DOE sites a r e  i n s t a l l i n g  o r  using broadband 
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LANs. Development of appropriate test procedures and criteria should pro- 

vide a model for other sites to use in evaluating security performance of 

LANS 

V. SPECIAL PROJECTS 

A. WBCN Support 

1. WBCN Security Committee Subtask. The Office of Military Applica- 

tions (OMA) has initiated a major program to implement modern methods of 

design and manufacturing by using the latest computer-integrated manufac- 

turing techniques. OMA has directed the DOE Nuclear Weapons Complex design 

agencies and manufacturing facilities to electronically conduct all inter- 

actions and document transfers associated with the development of the 

Trident 11. In response to the directive, a group of representatives from 

various DOE and DOE contractor facilities has been formed to link the 

necessary facilities involved in the Trident I1 effort. This network is 

named the Wide-Band Communications Network (WBCN). Center personnel have 

been active in this group from its beginning. 

2. Document Phase I1 Security Requirements. A member, of the Center 

chaired the group that wrote the Master Security Plan and the Site Secu- 

rity-plan Outline and revised the Security Requirements for Phases I and 

11. To achieve the necessary concensus document, drafts were prepared and 

circulated. Modifications were incorporated into the second drafts, and 

the drafts again circulated until a consensus document was achieved. The 

final reports were approved and issued. The documents for Phase I11 are 

now going through the same process. 

3 .  Common-Time Module. Because management must be able to correlate 

network events that have security or operational significance, the Center 

is developing a common-time module that ensures that each WBCN gateway can 

access an accurate clock. The equipment being tested derives the time from 

the NBS standard time using Radio Station WWV frequency transmissions. 

10 
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4 .  DEC Software. The NBCN Data Encryption Standard (DES) software 

s u i t e  including encryption, &ey d i s t r i b u t i o n ,  key management, and support-  
i n g  software i s  i n s t a l l e d  abd running on the  Los Alamos WBCN gateway, 

operated by Los Alamos groud C-5. The NSA-supplied DES keying material 
has been received and i n s t a l ~ l e d  on t h e  gateway. Software documentation, 

prepara t ion  of a use r s '  manual, and opera tor  t r a i n i n g  a r e  proceeding. 

, 
I 

5. T e s t  Bed. To suppdrt  t h e  DOE i n  i t s  e f f o r t s  t o  develop a data 

communication network t o  e lec ' t ron ica l ly  conduct i n t e r a c t i o n s  and t r a n s f e r s  
of documents throughout t h e  DbE Nuclear Weapons Complex, a computer systems 

and communications c i r c u i t s  ystem has been i n s t a l l e d  a t  t h e  Center. Be- 

cause both the  Nuclear Weapo s Complex WBCN and t h e  DOE Telecommunications 

Operational Model (OPMODEL) sktel l i te  communications p r o j e c t ,  Phase I , have 

se l ec t ed  Dig i t a l  Equipment Corporation (DEC) computer hardware and s o f t -  

ware products ,  t h e  WBSTB h a s l b e e n  developed using t h e  same products.  The 

WBSTB a s  o r i g i n a l l y  def ined qons i s t s  of two DEC VaX 11/730 computers, each 

equipped wi th  two communications i n t e r f a c e s  and interconnected wi th  a f u l l -  

duplex, simulated communicatibns c i r c u i t .  T h i s  arrangement emulates either 

a p a i r  of network gateways 04 a wide-bandwidth network or one gateway and 

an a t tached ,  l o c a l  computer. An add i t iona l  VAX 11/730, obtained through 

t h e  DOE excess property l i s t ,  provides the a b i l i t y  t o  emulate a computer 

connected t o  a wide-band network through t h e  two 11/730 gateways. 

I 

S 
7 

I 
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The cons t ruc t ion  of a D($E/CCS computer labora tory  loca ted  i n  Building 
1 1 4  and t h e  i n s t a l l a t i o n  of t h e  WBSTB hardware w e r e  completed. The new 

computer f a c i l i t y  (Fig. 2 )  c o n s i s t s  of power and a i r -condi t ion ing  equip- 
ment, has a r a i sed  f l o o r  and1 wireways, and provides a phys ica l  layout  and 

environment cons i s t en t  wi th  lmodern computer standards.  The i n s t a l l a t i o n  
of opera t ing  systems VAX/VMSI vers ion 4.1, DECnet networking sof tware,  and 

FORTRAN 77 and C programming ;language software was completed. 

R. SPARTA Contract 

The Center has contracted w i t h  SPARTA t o  provide support  f o r  WBCN 

s e c u r i t y  t e s t i n g .  This worklwill  ensure t h a t  t h e  s e c u r i t y  f e a t u r e s  of t h e  
network achieve t h e i r  goals  ; t h a t  t h e  phys ica l ,  personnel,  and communica- 

t i o n s  s e c u r i t y  assumptions arie documented; and t h a t  t h e  ana lys i s  and r epor t  

w i l l  p e r t a i n  t o  t h e  WBCN gatdway computers. 
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Fig. 2 .  The Center ' s  computer labora tory  houses t h e  Wide Band 
Securi ty  T e s t  Bed and provides a phys ica l  layout  and 
environment cons i s t en t  with modern computer s tandards.  

V I .  DOE HEADQUARTERS DIRECTED ASSISTANCE 

A. DOE/NCSC Council 

Center personnel p a r t i c i p a t e d  i n  qua r t e r ly  meetings of t h e  DOE/NCSC 

Council. W e  presented t h e  DOE Center research  and development p l a n s  t o  

t h e  Council, and Center personnel were represented on two working groups, 

Secure Networks and Training. 

B. I & E  Support 

A t  t h e  request of t h e  DOE Office of Safeguards and Securi ty  (DOE/OSS), 

t h e  Center  provided assistance t o  t h e  Inspection and Evaluation ( I & E )  Stan- 

dards  and Cr i te r ia  Computer Securi ty  Working Group. Center members chaired 

1 2  



t h e  cont inui ty  of operationq working group and t h e  r a t i n g s  working group 

and p a r t i c i p a t e d  i n  t h e  ge4eral  committee meetings. The con t inu i ty  of 

opera t ions  working group d ra f t ed  a r epor t  and submitted it t o  t h e  DOE/OSS 

f o r  review. In  rev is ions  t o  t h e  d r a f t ,  c i t a t i o n s  from appl icable  DOE 

Orders were added t o  a l l  Stbndards addressed by cur ren t  DOE po l icy .  The 

group a l s o  d ra f t ed  suggestibns f o r  p o l i c i e s  f o r  Standards tha t  a r e  n o t  

covered by DOE Orders. 

I 

I 

V I I .  EXPLORATORY RESEARCH AN@ DEVELOPMENT 

Inspect ion of e l e c t r o n i c  da ta  processing (EDP) equipment and asso- 

c i a t e d  hardware t o  d e t e c t  y a u t h o r i z e d  modif icat ion includes t ranspor ta -  

t i o n  of t h e  suspect  equipment t o  an inspec t ion  f a c i l i t y ,  disassembly of 

t h e  equipment, and x-ray o r  radiography of suspected components. The c o s t  

assoc ia ted  wi th  these  a c t i v j t i e s  can be g rea t ,  f o r  example, t h e  c o s t  of 

t r anspor t ing  t h e  equipment from a fore ign  country t o  a f a c i l i t y  i n  t h e  

U.S. o r  t h e  loss of u s e  of phe equipment. To address t h i s  c o s t  problem, 

w e  are inves t iga t ing  t h e  following a reas :  

I 

I 
A r e  t he re  automated, means of de t ec t ing  unauthorized modification 

of EDP equipment? 

which can be used a$ s tandards f o r  f u t u r e  comparisons? 

s u b s t i t u t i o n ,  addi t ion ,  o r  modification? 
Is it poss ib l e  t o  dt$.tect unauthorized modif icat ion of software? 

The approach t o  t h i s  poftential  research  program is  t o  develop a var i -  

e t y  of de t ec t ion  devices  ranging from por t ab le  devices with low- t o  i n t e r -  

mediate-level de t ec t ion  cap b i l i t i e s  f o r  i n  s i t u  t e s t i n g  t o  devices wi th  

very high de tec t ion  c a p a b i l i t i e s  f o r  t e s t i n g  laboratory-based c r i t i c a l  

components. Several  promisjng techniques cons i s t en t  with t h i s  philosophy 
I 

have been i d e n t i f i e d  and inqlude methods based on acous t i ca l ,  electromag- 

n e t i c ,  and o p t i c a l  phenomenai 

A r e  t h e r e  unique b'signatures" assoc ia ted  w i t h  EDP components, 

Are t h e r e  automated means t o  d e t e c t  t h e  presence of chip- level  

I 

-- 7 
I 

D i g i t a l  imaging techni&es can be used t o  c o l l e c t ,  enhance, analyze,  

and present  da ta  originating1 from acous t i ca l ,  electromagnetic , and o p t i c a l  

phenomena. W e  conducted preliminary experiments wi th  a charge-coupled 
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device camera to image "before" and "after" situations to detect chip-level 

modification of a printed circuit board. The results clearly show that 

such modification can be detected easily. We are also considering holo- 

graphic interferometry as a tool. Early results suggest that this method 

could provide very high detection capabilities. Current activities include 

infrared imaging and further work on image-processing software. 
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